Class 2 : RETROSPECTIVE FUTURES

What I want to do tonight is more fully explain why I think a course that looks at the law and its relationship to other internet cultures is necessary.

This course came out of my experience in dealing with intellectual property law reform in the 1990s and the panics surrounding digital reproduction, online technologies, and patents and genetic engineering.

Discussion of law reform then seemed to be guided by three overarching givens-

• law follows technological developments and has trouble predicting their implications. Law cannot be expected to pick winners;

• new technologies create new market possibilities and a vigorous, forward looking economy cannot afford to be lag behind with outdated, technologically inappropriate laws;

• new technologies were to be thought of as potentially dangerous because of their potential to disrupt existing distributions of private property rights.

This was the days of “digital agenda” debates, and uncertainty about the future. It was a time of “Is copyright dead?” and “Are gene patents valid? articles in newspapers. This was when Napster was chewing up so much bandwidth that university servers were collapsing. It was before Napster was invested in as a possible distribution future, before that prospect was shut down, before the company went bankrupt and the DMCA arrived with new technological protection measures, supported by law.

Examples of technological neutrality in law discussed then were the then new Copyright (Digital Agenda) Amendment Act’s new right to communicate to the public, designed to encompass any technological means of communication, and where “the public” may potentially include a point to point transmission between two individuals. In Patent law neutrality was demonstrated by the Australian court’s refusal to address the public interest or ethical aspects of genetic engineering and new medical treatments, and therefore treating all forms of innovation as “equal”.

I wasn’t all that convinced by this idea of legal neutrality, and was even less convinced that it was possible to be technologically neutral.

Usually there is not an objective way of legally defining the technological processes at issue in the law. There are shades of grey. In “I.T. and the law” analysis it was and is still common to come across any number of critics disputing technical detail and the “balance” struck by the courts. They disagree with judicial characterisation of particular technical procedures. This creates a real problem for legal authority in this area because whilst a determination of a higher court carries a certain formal authority, this does not necessarily carry over into authority in the court of popular and expert opinion. Further judgements haven’t leant themselves to developing a jurisprudence when dealing with technologies that well. For example, in Copyright law, there have been a number of cases dealing with what is, and isn’t, protected in a computer program. The Apple decisions, the Autodesk litigation, the Powerflex decisions- in various ways each case comments on what went before, but only at a distance. Each deals the legal issues under the auspices of different incarnations of the law, different legislation, with the newer version in some way attempting to cure the defects of the previous version. There is no strong legal position leading the way forward. 

I am not doubting here the appeal of the value of neutrality in law, which is pretty firmly established in liberal jurisprudence, but I have some serious doubts over how the law can really pretend to live up to this expectation when dealing with new technologies, where the technological ground and the legal ground both keep changing.

This line of reasoning led me to want to re-evaluate the whole way in which law is dealing with the future. This was the motivation for this when it ran last year as a new course.

As a general reader and consumer of philosophy, popular science, popular culture and science fiction it seemed to me that what law was assuming about progress coming via technological neutrality as “common sense”, were things clearly disputed and debated outside of law.

In philosophy writers such as Martin Heidegger had questioned the rationality associated with modernity and technology. In “the Age of the World Picture” wrote of the way we seemed to have shifted to a form of mathematical reasoning that had infected our politics and sponsored totalitarianism. Marshall McLuhan sponsored a new academic field when he noted that “The medium is the message”. Media studies became far more than just a discussion of media content and moved to a consideration of the different modes of interaction implicated in media communications. Print media, Radio, Cinema, TV, Video, Cable, the internet -all have lent themselves to analysis where it was assumed that media technologies are anything but neutral. The growth in science fiction as a mainstream genre pointed to a broader community interest in tackling questions and fears about our technological future.

Against this background it seemed to me that law as a discipline was, at that time really alone and very unsophisticated in its unwillingness to directly confront the social and economic implications of our technological future. It seemed that Law only wanted to acknowledge a retrospective future- only willing and able to take on aspects of what was going on after others had set the agenda. It merely reacts to the initiatives of the-

• people and teams who invent the new technologies;

• corporations who invest in these developments;

• corporations who market them as desirable;

• individuals who react to that mainstream and resist it by making alternative technologies or engage in culture jamming and hacking.
If it is true that law has lacked the confidence and ability to be a proactive player - if it merely responds mid stream to what has already developed- there is a need to take into account what these people and corporations are, doing in creating our futures and consider what obstacles are in their path, including law. 

So as a starting point I thought it would make sense to look at different ways we have come accustomed to thinking about the future, what it is we fear and what we expect of law in the future. An easy way I thought to do that was by looking at science fiction “classics” available on video, and the presentation that follows is really just one way of introducing some of these themes. There is a slightly different and expanded version of this in today’s reading which is the paper I wrote to support the original presentation and discussion at a Law & Literature conference.

It is interesting that it has only been a year or two since putting together this stuff, and reflecting upon the law. But in looking back now I think I would make a few different emphases. In the late 90s technology was mainly treated as a mysterious force that created anxiety in law and lawyers, and was generally treated with caution by the legal community. These perceptions led to the development of a goal or aspiration to technological neutrality, in terms of the ambit of the law and in application of particular legislative provisions.

But of late, since the DMCA and successful litigation involving the new provisions I would stress a different view of law and technology to those presented earlier views. Something has changed. Law is not “neutral” anymore. It is proactive. It is anti-piracy. The DMCA has shown that clever technology can work as a force for “good”, that technology can be used to support and supplement law, perhaps supplant it. The shift in tone is best reflected in a current proposal before Congress-the Berman bill. This bill would allow copyright owners to hack machines and perhaps seize files or corrupt files stored on people’s machines to stop “unauthorised” uses of copyright material by stopping the files from existing. For more on this bill, see news item links on the copy web site.

But the fact that law is not neutral any more, doesn’t mean the course has become redundant. If anything, it could be argued that it is more relevant. I think what has happened to law and technology, at least in the copyright field is this:

- law wasn’t able to generate a strictly legal narrative, or story or logic to manage technological challenges;

- industry didn’t care so much in the question of the order of law- what they wanted was results

- fictional and simplistic popular cultural representations eg. of pirates and hackers, helped fill in the gaps in the copyright story and authorise legal interest and action

- so metaphors and other cultural constructs are an active part of the legal imagination and the hard law too.

See First Monday article.

In any case, the relation between culture, technology and law is what this course wants to explore in more detail, and at the end of the day, it is always the question we will return to.

By way of introducing that theme, lets look at different ways of imagining the technology of the future, and start thinking about the significance of this kind of thing.
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What are the sci-fi visions of the future?
1. Visions of the future

Science fiction became mainstream when it started appearing on prime time TV in the 60s.  The first clip is from an Outer Limit's program from 1964, and as with much celluloid sci-fi, it is based on a short story.

The opening monologue expresses a central concern of science fiction- should we be worried about the technology, or is the problem really one of humanity:

RUN 1. I Robot opening monologue

It seems dated now, but it is really only in terms of cinematic style. It is the same story as that of the Kubrick/Spielberg version of AI.

A similar theme about humanity and technological desire was explored in Westworld, (1973) starring Yul Brenner as the out of control robot killer. This clip is from the opening of Westworld.
RUN 2 Westworld

Even in the 1990's, we were still worried about what exposure to and embrace of technology would do to our humanity.

This clip is from a 1997 episode of Star Trek Voyager.  Captain Janeway and her crew are under attack from an extremely hostile alien: species 4782.  They are losing the fight, and see the only way of surviving as forging an alliance with a traditional enemy the BORG. The Borg are the epitome of a technological species, they are a collective, wet wired with biological implants to enhance collective efficiency. The one aim of the BORG collective is to rove the galaxy and acquire new and better technologies and add that distinctiveness to their own. This clip is of Janeway's resistance to BORG efficiency.

RUN 3 BORG

It is worth considering why these clips seem dated just a few years later. Is it that we have begun to think about technology differently, and so the themes are less relevant. What has changed?

The sci-fi world is often contrasted with the earlier, innocent age, of secure individual identities, linear history, personal memory, Nature and Nurture.

This clip is from the 1995 film Johnny Mnemonic based on William Gibson short stories. Johnny has a wet wired implant that allows him to courier information in the form of digital files, around the globe, with the information undetectable to regular forms of surveillance.  The catch is that in order to make space for the implant, he has had to sacrifice his natural memory.  One of his primary motivations is to get that back. In this clip he is experiencing information seepage from an overloaded implant, and it has caused him to experience a memory fragment.

RUN 4 Johnny mnemonic.

Similar calls of memory and home in The Net & Robocop, in contrast to the spiritual alienation and corruption of the tech world. At the end of the 20th century it seems we were very worried the technology and the world it built. These are all popular release films, not fringe films. We were interested enough in the stories at the time. 

Then, in sci-fi there is was a respect for technological innovation. But that respect was usually coupled with living in a highly ordered and regulated world.  And "collective" gain was often also accompanied by corporate and personal greed and corruption on a global or gallactic scale. 

In this clip from Robocop, (1988) Police Officer Murphy has been fatally wounded by some evil dudes, and his body is claimed by the privatised police force as the foundation for the technological future of policing.  He is Robocop, bigger, stronger, and programmed to follow orders. Robo also experiences wistful reminders of wife, kid and the suburban cul-de sac in the form of flashbacks.  In this clip as Robo is being constructed, we see Murphy being robbed of his identity and humanity.

RUN 5 Robocop

The notion of the hacker and hacker communities world was originally represented in contrast to the technologically, enhanced, but corrupt corporate world. Hackers were those who were physically and culturally excluded from its precincts.  These are ethically grounded survivors living on the outskirts of “civilised” society.  They are always tech gifted, but making do, battling the bad guys and helping the good guys.  This is a clip from Johnny Mnemonic . The neon overkill and noise and flashes of colour of the city are very absent in the outer worlds.

Johnny needs help with removing the files from his leaking implant. The Yakuza, who are working for a powerful, global pharmaceutical company is after him, and he can't go to mainstream sources of medical assistance.

RUN 6 Johnny mnemonic.

In sci fi- law is mostly absent in the modern democratic sense. There is no law outside of here, and in here all there is, is a highly regulated bureaucracy with militaristic overtones. Think - Brazil, 1984, Gattaca, Robocop, Starfleet.

These visions of law & society are important because often it is the way these schemas are implemented rather than how they appear on paper, that matters.  How you feel about them, emotionally react to them is important. It can frame what you expect to see in the future.

RUN 7  Blade runner 

This next clip is from Blade runner. The detective, Deckard is tying to find out if the woman is a replicant, a robot.

Sci fi films are often nostalgic, using retro fashions, cars, music, photographic styles, architecture, lighting in order to promote a sense of security, stability and credibility in the futuristic world.

They suggest a kind of retrospective future. The retro references are particularly important in fostering the notion of legitimacy & authority and belief.

It is worth thinking about what the preconditions are for stable and authoritative I.T law. What legitimates the new status quo? Makes us want to respect the law?

Big Industry? Media? Advertising? Education?

This course doesn’t offer a conspiracy theory on technological development and the law, but it does suggest that industry, or certain corporations do have a certain economic and political power that is not democratic, seems rather pervasive globally, and that law seems at a loss how to deal with it. Think of the blipverts in Minority Report, the ads that follow the Tom Cruise character, wherever he goes. It banal and annoying technology. Of itself it is not exactly life threatening. But it is not a great future that one might aspire to. Or is it?

One of the issues this course does deal with why law might be inactive or ineffective in reigning in the “excesses” of technologies. How do we explain failure to regulate, beyond the usual internet discussions of lack of jurisdiction, conflict of laws, avoidance etc.

If industry is running society- creating the technological future- what will that mean for law and for democratic society?

Is there a relationship between sci -fiction and scientific reality? Is what we are going to get- the landscape of Dark Angel, AI? Minority Report?

The next clip also comes from Bladerunner. As a copyright person, rediscovering it, freaked me out. The movie seemed to have predicted the science that would occur years later. Did it inspire it?

In this clip Deckard has found a clue, and he needs to know what it is. He takes it to the marketplace.  

What interests me here is the idea of manufacturing Nature, and embedding it with the ownership detail.

RUN 8 Blade runner

What disturbed me about the clip was that I had recently seen an article in the SMH e-mag which was then a new magazine. It announced the winner of an Intel Corp science competition. The winning entry was a process of encoding DNA. The student had encrypted a message and hidden it in a DNA sample, and later extracted it using her secret encryption key. She said she thought it might be useful for inserting proprietary information into the DNA of their perfect tomato.

I think Sci-fi is a strong motivator for science fiction research in high tech areas, and that frightens me.

This next clip is from a 1992 film, Sneakers. 

The film is about encryption technology - and a Russian mathematician who has made a machine that breaks codes.  The good guys realise what the technology is in this clip.

RUN 9 Sneakers 

Encryption, keeping secrets, is something that is pretty much taken for granted in sci fi and in security conscious areas of industry.

As is scanning technology.

In the next clip from Sneakers, we see the use of then existing security technology.

RUN 10 : Sneakers 

Whilst it is not technology that is everywhere, we are made familiar with it, and kind of learn to expect it sooner or later.

The nest three clips I'm going to run show scenarios and technology that is more far fetched- a genetically perfected woman from the movie the 5th Element, and Johnny Mnemonic's uploading to an inplant, and genetic and biological scanning technology of Gattaca. Jerome does not have the DNA profile that permits him to follow his chosen career, so he has to steal an identity, which includes taking the requisite biological samples. 

RUN 11 5th element
RUN 12 Johnny Mneumonic 
What worries me is the possibility that we are heading towards those futures, and that law is pushing that along. In the paper I write about the future of copyright control, the use of encryption there and biometric scanning, and discuss how the current amendments to copyright law, kind of help prepare us to for a highly controlled electronic environment, intrusive surveillance and the literary pay per view. If I was going to re-edit this again, I guess I would now have to include the eyeball scene from Minority Report.
RUN 13 Gattaca 
As I mentioned in the last class, there is a sci-fi story called the "Copyright Notice Case", written by a Prof of Mass Comm, Paul Levinson. In the story a Forensic detective is called upon to look into the death of two computer programmers. They were both studying the same gene sequence.  They had found an encrypted message in the DNA and had found a way of making it readable. The message said that it had been placed there by a long gone race who wanted to record their presence in a different medium to stone, art, sculpture.  They said anyone was free to access and study their messages, as per their Copyright Notice. It turns out that the two programmers died from a computer triggered biological event, because they violated that copyright notice by copyright the files to hard storage.

At the same time I read this story, I read about the announcement of new software that contained keystroke controls to prevent anyone other than the person who downloaded a sound file and paid for it, from ever playing it.  I also read about the first successful trials of optical scanning at ATMs. There are various other kinds of biometrics already out there, and unsurprisingly, there are now there are many more doubts about the reliability and security of the systems.

But now responses to the new technologies seem a little less paranoid that they did in the nineties. In the 90s many of these visions of the future were designed to make you paranoid.. This next clip is also from Johnny Mneomnic. Johnny's friend Jade is having a bad technology day.

RUN 14 Johnny Mneumonic
Although some of them were just plain stupid, as in this clip of Janeway's retreat to a holographic suite to write her captain's log.

RUN 15 Voyager
Stupid as it is, I did then share a feeling that technology had gotten away from us, overtaken us, and worry about what it is that we can do about it.

What worries me now is why, such a short time later, we don’t seem so passionate about it anymore. Are we as worried about the technology of the future? If not, why not? Should we be? What sci-fi do you watch that you think defines the spirit of these times?

And if you have any views on that- what should law’s role be in all that new future? Should law serve as a helper to industry? 

To reign some social and economic excesses? 

Both of these things? 

Is there any order to the way law handles technological issues? 

That is something we don’t usually ask in law. It falls in the gaps between existing laws and categories. But is there more to law that just discrete subject areas- content regulation, governance, trade practices, IP, telecommunications etc. What we also do in Laws 3039 is try and make a space to think about that question. 

Although it is not really a question with a definitive answer.

Kathy Bowrey
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