CLASS THIRTEEN: OTHER NATIONAL APPROACHES

I think this class has some of the most interesting articles and ideas about the internet in it. In this last class I want to return to some of the issues outlined at the start of the course, and look at where understandings of law and the internet have gotten to, after about a decade of analysis.

I want to consider the extent to which understandings of the internet remain influenced by U.S. theorists, since most of both the technology and writing about the technology seems to flow from there. Following on from the previous discussion, are assumptions about cultural values often identified as part of internet culture - individualism, technical literacy, calculated self-interested and well informed entrepreneurialism and/or consumer activism, an interest in free flows of information - are these concerns shared by other online communities? We need to look at other national treatments of online regulation and citizen response to these initiatives.

In light of how other nations have come to understand the internet, is there a shared culture fostered by the internet? How do cultural issues affect online regulation? As lawyers, what kind of cultural issues and practices might need to be taken into account in making law, formulating policy and in legal practice? 

These questions will be returned to at the end of the class.

***

We start with a piece by Michael Froomkin, Professor of Law, University of Miami and founder of ICAAAN WATCH amongst other things. He was one of the earliest of the U.S. legal academics to publish on internet issues regularly, and to make his courses and course content, class discussions and assignments about IT and the law available online. 

I chose his piece “Regulatory Arbitrage” to start the class because it is a classic American reading of the internet of the early-mid 90s era. The internet is read as a global phenomenon comprising technologies and a shared culture that will impact on other countries in terms of shaping their “civil societies”, affecting the content of political discourse and the ability to regulate citizen behaviour. The internet is a force that will spread liberal democratic values across the globe, and there is little that other governments will be able to do about it. Attempts to stop it are deemed futile.

What is it about the internet that sponsors this development and politics?

Froomkin defines the internet as a communications medium based of a coincidence of three technologies-

• packet switching based on TCP/IP standards that route data online and evade centralised information flows;

• cryptography that allows for maximum privacy in terms of the content sent online;

• anonymous communications via remailers that delete identifying information concerning the source of data sent, and by permitting chains of remailers, each using individual forms of encryption, allow for both the identity of the sender and final recipient, and the content mailed to be practically beyond interception. 

He argues this combination of technologies provides the means by which State regulation can be routed around, and ultimately it promotes, via internet communications an experience of liberal democratic values of freedom and openness. It is a technologically determinist argument since these cultural values are seen to be integral to the internet itself.

If the State tries strong regulation, it will find itself left out of the information revolution. Tech-literate citizens can avoid the regulation, but they will not develop the IT sector locally. Effective censorship requires shutting off access to international phone services. Shutting off individual IP addresses or domains is not sufficient, because the information will remain free elsewhere, unless there is 100% international agreement to remove the material. So for example, a Canadian court can rule that no information about an ongoing criminal trial can be published in Canada, but it cannot stop foreign news reports being accessed by Canadian citizens. Or the EU can place strict privacy controls on data, but they cannot stop the development of data havens, beyond their boundaries. This “information wants to be free” argument is an “information will travel” line.

He concludes from this that freedom of speech, increased transnational circulation of data, and mobility of personal data, will be a global consequence of internet communications. This is a major threat to authoritarian regimes. It also impacts on current democratic forms of regulation such as attempts to regulate online gambling or pornography. His notion of “regulatory arbitrage” means that users will simply divert to less heavily regulated regimes, and mainstream e-commerce might feel uncomfortable about government intervention. Thus both the U.S. and China are similarly constrained in his view, though obviously not with identical implications.

So for example, if in response to terrorism, governments adopt strong surveillance measures, snooping on emails, and banning content about hate speech, demonstrations etc, Froomkin’s argument would be that many internet users will swat up on PGP and other encryption tools. What do you think? Will the average citizen learn about remailers and start sending their emails via long chains of similarly politically motivated remailers? Will people start switching en masse to FTP rather than TCP/IP in order to send data? Is there such a common concern amongst internet users over government regulation and free speech? Does it depend upon what exactly it is that the government is doing and how visible it is?

My suspicion is that users might be less interested in totally free communications, and more interested in stable, reliable, relatively cheap connections in the U.S. and Australia, even if that comes with forms of surveillance attached. I would agree that the internet provides access to the three technological “advantages” Froomkin identifies, but I don’t think they necessarily define the culture of the space in such a universal way. Some diehards are certainly committed to this kind of internet experience, but users are more diverse in their values and interests than he allows for. This is a point most of the non Western writers take up later in the class.

There might still be certain technologies that define the internet, although these change with time too, but perhaps what users appreciate about the internet, or take for granted, of take advantage of, is quite variable. This can make it quite difficult, if not mistaken, to try and judge the culture of the internet is so broad, acontextual terms.

***

The second piece is interesting because it looks at another vehicle for US influence on other nationals- the way global business targets the US as a source of internet expertise and advice about future directions.

Izumi Aizu explains it in terms of being driven to the US in order to find out how to catch up, but not necessarily to adopt US culture. It is interesting that he notes the cultural dimension as a potential problem. he notes the main imbalance stems from the language barrier- a problem with Japanese business elites speaking fluent English- so they take ideas away from the US, but convey little cultural influence on the US counterparts. He says that the Japanese can sell technology abroad, but unlike the US, their culture doesn’t carry with it.

So what is it that the Japanese business elites gain from their US tours?

- exposure to large US based corporations 

- exposure to government and policy makers

None of these was deemed interesting, but it was useful to judge how up to date people were. Eg. US Telecommunications corporations were deemed not to quite understand the changes brought with the internet, affecting Japanese decisions about partnerships and other ventures.

- exposure to high profile creative people.

Aizu saw these people, the digerati, as the key movers and shakers driving developments. he noted that these were the people Japanese corporations needed to keep tabs on and scan for new trends and directions.

The point of the cultural tour was clearly about competitive positioning in a global economy, where the direction is set by the US West Coast. Others respond to that, so understanding the US IT landscape, is essential to being globally competitive.

***

This leads to the next article by Kim that directly questions whether the internet enshrines information imbalances and whether the internet should be feared as a force of cultural imperialism. The answer suggested is- that it does not. 

The reason cultural imperialism is not feared relates to a particular understanding of the media and its global markets. The argument is that the digital media landscape is pluralistic and ever-expanding. Information flows are two-way streets, and the media cannot determine how locals are going to read the message, even if it is in English 90% by volume of traffic. The internet is not hierarchically organised and it permits relatively inexpensive communications (assuming the basic infrastructure is there). There is a desire for national and regional media products and services that reflect local experience and interests. Thus culturally relevant services will spring up. Many cultures, eg. France, culturally resist “Americanisation”, thus resistance to cultural imperialism is to be expected as well.

So because the internet is decentralised and there is no intermediatory controlling information at its source, there can be no single source and no uniformity in message. There are many opportunities for local cultures to be expressed. Users of the medium are not passive recipients of pre-packaged information sent from elsewhere. Linguistic uniformity is not inevitable. Governments can sponsor local production of sites, news, entertainment and chat if it is felt that Americanisation is otherwise inevitable.

Though this writer is talking about online content, the Aizu interview was about the IT sector and Froomkin is more about the architecture of cyberspace, the three articles do have implications for each other. The architecture that Froomkin thinks sponsors what he calls liberal-democratic politics, can also be used for other forms of empowerment. Values other than “free speech” might be advocated and adopted in relation to the internet. Further technologies may be redirected and built upon on by other nationals, to suit different opportunities and markets. Content and services can be adapted to suit local needs and preferences, as can the technologies. Over time, what now appears as an American dominance will fade as more diverse internet practices come to light. There is no fear of the inevitable spread of Froomkin’s politics from adoption of the internet, because not all cultures will agree on what the internet’s most important or defining characteristics are. By implication, the argument is that his culturally imperialist outcomes result from his being too technologically deterministic. 

***

This is a theme that is well developed in another context, in the article on Thai culture and the internet. It is about Thai cyber citizens and why they are not purveyors of a homogenised global culture. The article has implications for the Froomkin piece, even though the main discussion is not of government but private forms of online regulation.

The wrtier mainly focuses on a very popular Thai site, pantip.com, where there is a well developed but locally relevant form of netiquette that regulates user’s activities. There is also a culture of reporting “offences” to the Webmaster. If a complaint is accepted, the page is not removed altogether, but moved to a listing of like pages, to be read at the user’s own risk of being offended. Thai language predominates, as do Thai social mores, like respect for the Royal family. Content discussed reflects no dominance of foreign interests and is mainly related to Thai and private affairs.

In arguing against the internet as leading to a homogenised global culture, it is argued that internet users in Thailand reflect the dynamic expression of their cultural identity through their communications. This might involve taking things from the global scene, but the global and the local are constantly negotiated, rather than one dominating the other. Local culture might be changed in the process, but the internet does not itself lead to an homogenous cultural practice. Unique cultural values and historical positions find expression. Only about 1% of the Thai population have access however, and they are characteristically middle class, affluent Bangkok based and their culture is resisted by other cultural groups in Thailand.

The impact of Thai culture on the global scene is likened to the global impact of a Tom Yum soup, cooked in a restaurant owned by a Korean American, by a Vietnamese chef and eaten by anyone. There is a Thai presence there, locally negotiated and mediated, as a form of Thai culture is received.

The “cybermissionary” idea of the internet, where it is seen as pushing values like human rights, individualism and democracy is rejected because the internet is seen as a universal conduit with traffic moving in many directions. What is adopted and where, and on what terms is much debated in the process. 

One might expect similar negotiations to that described in relation to private regulation, over attempts by governments at online regulation. Cultural tradition and history are just as likely to inform responses to those initiatives. The technology to avoid government regulation might be there, but if and why it is taken up, how and for what end, will differ enormously. To read use of the technologies to evade regulation as necessarily connected to a vote for liberal democratic values might radically overemphasise the popularity of these values.

***

The Oguibe article is there offering an African perspective, which is very hard to find in the literature. It is a bit old now, but it is still current in terms of the questions he asks- which is a question about access rights.

He starts with an example drawn from real life. He was attending a digital revolution conference in Mexico, and waiting in the lobby of the hotel he observed an indigenous boy, about 5 years old, with his face painted, gesticulating at the hotel guests. He didn’t speak any of the relevant languages to the hotel guests. There was some discussion trying to work out what he wanted. Some of the guests offered him money, but he waved it away. Eventually the hotel staff showed him away. They asked the staff what he wanted. The boy wanted some water. Oguibe uses this to drive home two points about internet issues. Firstly, there is the obvious point about access to basic human needs like water. He links this with what he calls another basic human need- to be able to communicate and be understood.

Where does access to the internet for developing countries fit into the scale of things? Most developed country’s writing about the internet assume access to computers and the internet is there for any who are interested in it. Clearly this is not true, even within developed countries. Secondly, literacy issues still create communications issues. But there are educated elites in all countries with access to computers and associated technologies. A child in a refugee camp, or detention centre in Australia, might need access to education, water, medicine, shelter, food. But if you are to provide for her future, shouldn’t computers and other communications technologies be part of that? Otherwise isn’t it just another case of creating or perpetuating another level of disadvantage? What should educated elites in developing countries do? What priorities should be supported and how?

One thing that is interesting about this discussion is the way technological developments can create new barriers and disadvantages, and political conflicts and problems for other countries, even where there is recognition that the technologies themselves are great. The question of adopting and supporting a new technology is a complicated political and economic question, about which there will inevitably be differing views. Realising this makes the utopian stuff about technologies being unreservedly great, all the worse.

***

The last article is one of many kind of articles that track the relative success or failure of attempts to regulate the internet. There are ones about Singapore, Saudi Arabia, China, Cuba, and Turkey is one of the latest. 

There are common features in these articles. Firstly, it is often noted, as with this article, that Western attempts to censor pornography or terrorism online, merely legitimate more draconian censorship in other regimes. Secondly, writers often start with the assumption that based on the Froomkin line, regulation is futile because the internet is inherently a free medium.

These Turkish writers argue that the only issue countries can agree on censoring, regardless of their politics, is child pornography. Beyond that issue, there is always room for disagreement. They then focus on Turkish laws that, though not designed to, regulate the internet. There are Turkish press laws that require all published material to be presented to the Local Prosecutors office when it begins circulation. What does a Moderator of a news list do in these circumstances?

A moderator of one such list was arrested and imprisoned over an anonymous posting on his site that referred to human rights violations. The posting attracted a fair amount of comment- positive and negative. It was there for a week, and thereafter, as with all postings, removing for space reasons. 

His defence was that the internet is a free medium, and compared with newspapers, unable to be regulated in the same way. There is no editor that chooses to publish. He did not select postings, and did not even agree with it. That was irrelevant. The internet was an interactive forum, open to all, anonymously if they wished, the content was treated impartially but the content has a short life. There is an appeal, but he remains in jail apparently.

The writers give another example of a posting a student put his name to, involving criticism of a violent break up of a demonstration by blind Turkish citizens, protesting that the council was leaving them in danger by not taking precautions, that resulted in serious injury to a blind person who fell into a Council ditch. The student was arrested over the posting that was critical of the police tactics.

Both examples are treated as examples of how Turkey has backward laws, and if democracy is to be fostered then there needs to be press freedoms that take into account the special nature and culture of the internet.

What interests me about this is the responsibility of largely western internet writers, in influencing other’s understanding and expectations about the internet and its regulation. Why did the Turkish moderator adopt an “internet is free” stance? Was it because other stances in relation to the media laws in Turkey had proven futile, but the internet is special line hadn’t been tried? Or was it because he believes that rhetoric? Or did he hope to get westerners supporting him against the regime,  becoming an internet celebrity via a free internet/ likely imprisonment line? Remember the Free Dmytry campaign? 

 The interplay between those West Coast ideas about the internet, and localised other national adoptions of them are quite interesting.

On the one hand it points again to the US influence, but it doesn’t automatically mean that others adopt it to achieve US purposes- although in the Turkish example- it seems the end sought is something Lessig, Froomkin etc would value- democracy, supported by a free speech right on the internet.

***

Discussion Points

* Is there a shared culture fostered by the internet?

* Is it an American view?

* Is it a culture that is integral to the technologies?

* How might this culture affect national attempts at regulation?

* What do people make of the Chinese regulation of internet cafes etc? Is this regulation futile?

* What examples of successful internet regulation have you come across, that don’t conform to the West Coast expectation?

* How would you explain these efforts?
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