CLASS TWELVE: U.S. APPROACHES

What is a typical US approach to cyberspace?

What are the arguments put so far?

- Lessig’s influence;

- Maurice Bailey’s history of cyberjurisprudence;

- Views on the troubles of regulating technology and the market’s ability to correct problems with competitor’s pushing for further developments and consumers moving loyalties to the best, most topical IT solution.

Today is a space for a more detailed reflection on US views on cyberspace.

The selection of materials in this class reflect different but common concerns in American literature about regulating cyberspace. What I intend us to do is run through the themes and interests of each writer, and then at the end consider whether there is a characteristic U.S. approach to cyber regulation-something in common amongst the writings. 

The writings have been chosen because ostensibly they reflect different views and interests. However beyond the more obvious differences in theme, there may still be common assumptions, subtexts and the like. 

* The first article is the amicus brief prepared by Lessig et al, seeking to appeal the decision in Microsystems v Scandanavia Online. It represents what we have been calling the cyberlibertarian approach to online regulation. It seeks to cast the courts as the chief defenders of citizens rights. 

* The second extract from Perritt is a more politically conservative tome on the practicalities and merits of self governance online. His point is find a way to resolve disputes concerning online activity without the need for significant ongoing input or scrutiny from the law (courts or parliament).

* The article from James Boyle represents a partial critique of the cyberlibertarian approach, based in the view that activists have misunderstood the nature of power. They are preoccupied with State intrusions on citizens whilst ignoring private power and technologies that invite cybercitizens to partake in their own surveillance and discipline. It influenced Lessig’s later book.

* Pamela Samuelson’s piece offers a more neutral view on State policy making in cyberspace, designed for a non-U.S. legal audience.

1. Microsystems v Scandanavia Online: Amicus Brief of Lessig et al
Why was there a fuss about cp.hack? What did it do?

The case is about the politics of online regulation. It follows on from the issues in the last class- there is an identified social problem (such as a desire to block access to certain sites); a regulatory solution (in this case proprietary software that can block access- Microsystems’ Cyberpatrol); a challenge to the efficacy of that solution (what exactly is blocked- does the software perform as is claimed?). Scandanavia Online’s cp.hack shows you what is being blocked. Microsystems brings an action against Scandanavia Online claiming that in order to make cp.hack, they infringed copyright in Cyberpatrol. Lessig believes that Microsystems is not just interested in their IP rights here. They also have a strong commercial interest in not having Cyberpatrol’s claims to consumers about what is and isn’t blocked scrutinised. Microsystems was successful in obtaining an injunction restraining the distribution of cp.hack online. Scandanavia Online did not appeal that decision, although there were a number of grounds for appeal and a reasonable prospect of success. eg. Reverse engineering of Cyberpatrol is permitted in order to make inter-operable software; Even if it were a copyright infringement under U.S. law, it was permitted elsewhere, such as where cp.hack originated. 

We don’t know why there was no appeal, but the effect is that cp.hack is now blocked and cyberlibertarians are disappointed that a decision will stand without any discussion of its implications for U.S. copyright law and for the online community. In this case the law suppresses access to cp.hack and the sites that make it available- so that there cannot be a discussion of the merits of the regulatory solution based on technical information about what Cyberpatrol blocks. 

To those involved in the amicus brief it is a case about the politics of the law in addressing the politics of online regulation. Lessig et al see this politics as a conflict between free speech and copyright, where copyright has been allowed to trump free speech. Private American interests are stamping on user empowerment on a global scale. Copyright has been wrongfully identified as about protecting owner’s rights, when it should have been addressed in terms of a balance of interests, ultimately determined with reference to serving the public interest. ie. the best interests of cybercitizens. His amicus brief seeks to draw this to the court’s attention, addressing Microsystems’ motivation as well as their claims. He wants to draw out the implications of enforcing their purported rights on users, by making reference to the impact of enforcing copyright here on users, a party to the copyright decision.

What does it add to the “Code as law” argument?

The case reveals the role of the architecture of the law in regulating cyberspace. We are familiar with Lessig’s argument about code being a form of regulation of online activity- the software and hardware that constructs cyberspace creates the rules of contact and engagement online. This case is interesting for what it means in terms of that argument, because the ability to contribute to that architecture – to get your code distributed online – is regulated by IP laws. The ‘best code’ may not surface if information about code or code itself can be suppressed by IP litigation. So while code is law in the sense that code is itself a form of online regulation, IP law can determine which code is law. This is why the “code is law” argument ultimately comes back to copyright, patents and secrets.

ToLessig, what is at stake in this case is far more than two competing private claims- Microsystems’ ability to ‘own’ its code, Scandanavia Online’s right to access it. Because code is law, the outcome of the ruling affects potentially, all those affected by censorware. If the courts do not factor these end-users into the balance IP laws draw, you won’t have the ‘best’ code regulating cyberspace. You’ll have proprietary code like Cyberpatrol that purports to perform certain functions, but at the end of the day, has to be taken on faith.

So here we have the various components of a cyberlibertarian view in operation-

• proprietary software owners can have too much control over the dissemination and conditions of access to their code via IP laws;

• Open source lacks this difficulty- but its openness can create problems at the other end of the spectrum- where control should be exercised over code in pursuit of an identifiable public interest – openness resists that control.

So Lessig’s preferred solution is using IP laws to regulate access to proprietary code in conformity with desired social goals.

• IP laws also create controls through license conditions. eg. Sun Microsystems argued that the terms of distribution of Cyberpatrol precluded accessing code to make inter-operable software. Contract law, which reflects private interests, should not be able to subvert the ‘public’ balance of IP law.

• Excessive protection of private rights, whether through IP laws or ineffective competition policy, works against the social good.
A ‘constitutionally principled’ IP law is essential to Lessig’s jurisprudence. A public interest test must be accepted as part of IP law, otherwise ‘code as law’ can mitigate against user empowerment and the architecture of cyberspace will not be the product of informed user choices. It will become made up of whatever code is strategically marketed on the terms the corporation chooses to make it available. The suggestion is that this is anti-democratic.

The public interest is equated with free speech jurisprudence because that jurisprudence allows for a discussion of what the information needs of consumers are. If ultimately you are relying on consumers to direct the development of cyber architecture, through their buying choices, consumers need access to information if they are to make informed choices about the architecture of cyberspace. So what is at stake here is the future of cyberspace as a product of active and informed consumers, understanding what the software and hardware available can do, and having alternatives available.

Regulation of cyberspace is thus at its best when it’s code is a product of these forces. It might also be affected by specific legislation that prohibits certain conduct and codes. But Parliament and the courts should limit their rule-making to what is necessary to achieve the broader constitutional goal of cyber-space, and limit IP so that it does not conflict with that end.

OK. So why did the court reject the appeal?

1. The court did not address the substantive grounds of their appeal.

2. They rejected the case on a standing issue. Lessig et al resisted the opportunity to be joined as a party (presumably fearing damages liability); If they are not a party to proceedings they have no interest in the case.

Where does this leave Lessig’s jurisprudence?

There are strategic problems in raising and pursuing his style of cyber jurisprudence, because it relies on changes in copyright jurisprudence first. The public interest balance in copyright has traditionally been cast as the outcome of the balancing of interests internal to the dispute. ie; the public interest is served by the result of finding this is a copyright infringement, or this is a fair use. The public interest is rarely treated as the cause of the decision ie. where a pre-identified public interest like free speech, is the prevailing reason for protecting or not protecting an interest. What Lessig is asking for indirectly is a politicisation of IP decision making. The courts cannot hide, as they usually do, behind the language of pre-existing rights and obligations established by Statute. The plaintiff succeeds or fails, not because of the relative strength of their legal rights, but because in this instance, supporting the existence of those rights is consistent with the free speech objective. Lessig’s jurisprudence is really arguing for free speech becoming the measure of the law, even though he argues this in terms of the specific facts of the case.

For his approach to succeed, he actually needs his views to prevail as the culture of the law. The free speech values have to inform the law beyond the specifics of any one case. Ultimately he needs to influence the jurisprudence in his absence from proceedings. So he not only needs to win the day in court. He needs to persuade IP practitioners academics, the media, Parliament and broader public of the common sense of prioritising free speech above other considerations in cyberspace. Whether that will be possible remains to be seen.

His success or otherwise in the Eldred (Copyright Extension Act) appeal will tell us how influence he has in redefining American copyright law.

2. Perritt on Self governance

Perritt proposes that efficient compliance with legal norms in cyberspace should be pursued through the support of self-regulatory processes and procedures. Self regulation is good, not for the economic and industry reasons, and problems with coping with the pace of industry change, discussed in Book 2. It is preferred as this style of rule-making and enforcement can be flexible and attuned enough to deal with the peculiarities of cyber-disputes that occur, especially where existing real world regulation would be undesirable of impractical. So long as parties understand the norms, there are open and accountable procedures for rule making and effective enforcement of decisions, ‘self-governance’ is considered a valid goal.

Private law making via contract is one preferred way of determining norms and legal expectations. It maximises the autonomy of parties. More democratic examples of self-governance can tend towards anarchy and “diffused power”. His preference is for a model of self governance that conforms with positive law – with a hierarchy of legal norms, clear rules for making new norms, allowing some democratic input into the formation of new norms and rules. These values might inform adjudications, but in preference to a “superior” determining the best outcome he prefers the autonomy of parties deciding their interests in contractual terms.

Perritt sees self governance in cyberspace as essentially regulating private interests where there is no legitimate interest of others at stake. Cybercitizens are self interested, rationally calculating, autonomous actors, who express themselves in private agreement, with little interest in the need for information, rights or other kinds of equality. (c.f Lessig above). 

It is a long article, interesting for what is not said. What does it not discuss?

- implications of his argument for industry; for architecture; for economy etc.

3) Foucault in Cyberspace.

James Boyle’s extract is now a little dated, however it is the basis of a new book, The Second Enclosure Movement, extracts of which are on his website. Lessig seems to share a lot of these ideas now too, probably reflecting Boyle’s influence on him.

He outlines the classic cyberlibertarian view that Maurice Bailey also talked about, as summed up by three articles of faith-

• Cyber-architecture evades controls, by finding technologies that work around them;

• The primary good in cyberspace in information. Free flows of information serve the social good, and information rarely causes harm.

• Information wants to be free.

He criticises this view of seeing the primary threat to liberty as coming from overt State regulation. Based on Foucault’s work on government and power he suggests that power is not simply disseminated in the form of State sanctioned command, backed up by coercive power. Power is also diffused through “surveillance’ and techniques of discipline. Subjects often partake in their own governance – a form of intensive private policing of themselves and others, in conformity with what they believe is expected of them and because they are subject to architectures and technologies that control their activities.  From the subjects point of view it is not the form of power- its precise legal origins- that matters so much as the disciplinary mechanisms and the effects of power.

So the pertinent legal question from a libertarian perspective is not ‘Should the government regulate X?’. It is ‘How are individuals being controlled through private exercises of power?’

He is particularly concerned with the technologies that are now available that purport to empower users, but in reality facilitate surveillance of online users. These technologies are inviting users to partake in their own discipline and surveillance. Technology is not neutral and cannot be, thus the technology that “empowers” users, generally empowers someone else to make choices for users. So eg. Cyberpatrol chooses what is acceptable content; technological copyright protection disposes of privacy. The choices made and interests served are hidden when the surveillance takes the form of technology.

Thus his concern is that Government is not the biggest threat to liberty. Private power is, as it emanates from surveillance technologies, and as it is practiced by users who believe they are making informed “choices’. So critics of online regulation should be less concerned with confronting Government law and policy, and more concerned with code.

His view is similar to Lessig. Both agree that private power, as code, is a threat to cyberliberty. However Boyle is more paranoid about he makers and users of code and less optimistic about the role of “choice” in decisions over technology. Foucault sees individuals as subject to a culture of discipline and surveillance, which sponsors conformity and obedience, rendering “informed choice” meaningless. Boyle does not go this far, but it is nonetheless implicit. It has serious implications for the argument about code as law. What do you think the implications are?

4). Samuelson’s Five Policy Challenges

This article seeks to move beyond a U.S. perspective on online regulation. She identifies five policy challenges affecting internet legal policy;

A) Deciding whether to apply new or old laws

Can old legal categories re refreshed, eg. broadcasting laws when there is convergence issues; or is sui generis protection needed to take into account the nature of the internet?

B) Making Proportionate legislative responses

She warns about over-reactions to what appear to be new problems. eg. panic over access to indecent material.

C) Crafting flexible laws in a rapidly changing environment

She advocates technologically neutral laws and simple minimalist regulations

D) Protecting important social and cultural values

She argues that online regulation is about more than creating or managing an information infrastructure and economics. It involves values like privacy, innovation freedom of expression.

E) Co-ordinating laws on a global scale

As harmonisation efforts have proven slow, she suggests consensus treaty making and inter-operable treaty making, also warning about MNCs trading State’s to the LCD.

This is a descriptive piece that does not purport to recommend any particular political values, although her examples are drawn from her own U.S. experience. But her appeal is as a lawyer, speaking to lawyers about the most noble aspirations informing law and policymaking. Further it appears that she believes that the U.S. did not live up to the policy challenge. Why? The implications is that in the U.S. politics got in the way. If law-making was left up to the lawyers, perhaps things would have been better. Thus the politics here is of legalism, and meets up with Lessig’s hope for law making the right choices about cyberspace and code.

Today’s challenge

• Are there any values in common in these writings?

• Is there a discernible culture of influence that affect American writings?

• What about the questions they ask? Why the interest in these issues?

• What are writers pessimistic or fearful of?

• Where do their hopes lie?

• Do they share any faith in the role of law? 

• Are there stereotypical approaches that have been left out of today’s class?
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