CLASS ELEVEN: CONTROL IN AUSTRALIA

The overall context

We all know that despite the earlier utopian writings about the internet (Book One), cyberspace is not free. As Lessig argued, even in the early 90s, it was never really regulation free. The space was regulated by norms, ethics, and architecture. Code is law. Taking that as a given, we then looked at the industry issues associated with designing the architecture of cyberspace. What drives decisions about code, about changing the architecture? Who in industry decides what the architecture is going to be like? How is the architecture (or regulation) different in a proprietary versus an open source environment (Book Two)? 

In Book 3 we moved on to looking at internet regulation in a more conventional legal sense, and we are now looking at some positive laws regulating cyberspace. Today we look at a snap shot of some Australian cyber laws. Next class we look at some U.S. examples. But in looking at these examples of law, I want you to remember that these laws operate in conjunction with those other (Book Two) senses of regulation. The design of the legislation takes some of the other notions of regulation for granted, and works with them. Hopefully this will be apparent after today’s reading.

The Australian laws

The point is to explore why regulation was felt as necessary, in each case. 

What was the context of the laws, the influences?

How important were cyberlibertarian values? Internet industry interests? American developments? We’ve looked at a lot of “interest group” views of cyberspace. These views affected a lot of the jurisprudence written about cyberlaw. What evidence is there that this jurisprudence has affected the Australian laws that were eventually crafted?

Did regulators tailor the law to meet any presumed special features or problems of the internet? Is there anything special about the internet, that is taken as a special source of regulatory problems? How do legislators deal with issues of anonymity, jurisdiction, conflict of laws, etc - the legal issues that were initially presumed to defeat regulators?

What are the hallmarks of an effective cyber law?

Are there any common features of Australian cyber laws?

Has experience with a particular internet related law affected the way a different internet related problem was approached down the line?

Is there a special culture to these laws, and if so, how would you describe it?

In going through the three examples today, these are the questions I want you to keep in mind.

Content Control Laws

How did the regulation come about?

Note, number of submissions and points of view.

Political deals with Senator Harradine.

Cyberliberatarian values

Note direct lobbying from U.S., linked in as an industry concern.

U.S. Leading the way etc.

Open architecture

Presumed in the logic of the legislation, hence no real loss of content, but changes in hosting

Code of conduct drafted by industry facilitates ease of compliance, without mandating major changes to architecture.

Co-regulation = no liability for members

Compliance = provision of Net Nanny product for purchase

Effective law

Difficulties in determining influence and impact of laws

Role of IIA- who do they represent?

Role of ABA – guardian or apologist for govt?

Open ended standards suggest a Bureaucratic accounting rather than compliance?

Govt propaganda

Note EFA concerns over the secrecy of banned list: "It's not in the public interest to provide Refused Classification website material, including child pornography," said a spokesman for Communications Minister Richard Alston. EFA chairman Kimberly Heitman said: "If the Government doesn't say what it's censoring, we'll never know." See link to Australian IT, “Secret web bans in FOI changes”.

Online Gambling

How did the regulation come about?

Social problem? 

Political opportunism?

Protecting other gaming revenue

Cyberliberatarian values

More specifically civil libertarian. 

The freedom of the internet is no different to other communicative freedoms.

Open architecture

Can be regulated, within the jurisdiction, delineating markets.

Effective law

Makes a symbolic stance?

Promotes local jobs?

Does it affect online conduct? What evidence is given? 

Note-no discussion of Credit company’s roles.

Interception & Terrorism legislation

How did the regulation come about?

Post Sept11
Cyberliberatarian values

More traditional liberal values- particularly re lack of accountability

Open architecture

Encryption can defeat legislative intent?

Therefore more powers, and controls of technologies?

The personnel factor- analysing technological results

More interceptions = more knowledge?

Effective law

Clear legal goals and terms?

Ability to hold law enforcement to account?

Techno fears of surveillance?

Note: Argument that cyberactivism can be regulated under Online Content laws, eg.WTO boycott internet sites, could be banned, if material would be classified by ABA as “refused classification”. See link to Australian IT, “Secret web bans in FOI changes”.

The culture of Australian cyberlaws

I want to finish by talking about the culture of internet regulation in Australia generally, but of course, as there is not a homogenous culture, so there is a problem of perspective. 

Do we look at regulation from the point of view 

- of the Australian public;

-  or as they are represented by their government; 

- or by critics of the law (opposition party politics), 

- internet industry groups affected by the law, 

- industry lawyers, 

- cyber rights activists? 

Obviously I think there is a need to account for all these perspectives, not just in terms of what they say about particular regulations, but also in terms of the cultures they tap into and reproduce, as a byproduct of their analysis. Part of looking at law from a cultural perspective is to look beyond the initial regulatory moment, to the longer term. 

Putting to one side, that many in the class from overseas might hesitate to draw conclusions about what the Australian public think, there are problems for locals to keep in mind in doing this as well.

The Australian public

The public’s view of the internet and of particular social problems- like offensive online content, online gambling, viruses and hacking – is hard to discern. On the one hand, everyone who speaks on these issues tends to assume they represent “the public”, or at least a significant and important sector of public opinion. On the other hand, whilst reporting on a social harm, like awareness of examples of predatory online behaviour, might be a front page or “current affairs” kind of issue, the legislation that seeks to regulate it, if the mainstream media covers it at all, is usually only addressed in very vague detail. When regulation is discussed in more specific detail, it is usually cast as a specialist issue, for example, only relevant to the IT sections of the papers. But here the reports more often than not simply reproduce edited versions of interest group press releases. Who are the respected commentators on online regulation in Australia? Can you name even one? What are the journals or columns that are authoritative?

What the public knows about the alleged social problem and its regulatory solution, probably depends as much upon an individual’s own experience of problems and solutions, as it does upon what they are informed about the law by others. 

Do you think many Australians were concerned about online content? online gambling? cyberterrorism? 

If so, what do you think they would identify as the cause of the problem? What kind of examples would be cited as illustrating the problem? Where do they get their information from?

What would the public consider as “effective” regulation?

The Federal Government

Richard Alston, as Minister for Communications and Information Technology, and Daryl Williams, as Attorney General, very commonly cite the expectations of “ordinary Australians” as justifying their regulatory interests. However part of that public expectation also includes sponsoring the IT sector. Carolyn Penfold’s work on content regulation shows the difficulty of reconciling these two concerns- being active in regulating an industry sector to assuage prevailing fears about a social problem, without creating major regulatory burdens on industry that might be necessary in order to really impact on the problem. 

Is regulation “compromised” in this climate? Or is that too simplistic a view? 

A social and legislative issue might be managed as a matter of politics, without the problem actually being addressed. 

On the other hand, given the way internet technologies are assumed to develop, is a heavy handed regulation of code appropriate, designed to radically change architecture desirable, or possible?

The rhetoric on all sides often fails to openly acknowledge the complexity of regulating the online conduct. 

In political terms, might the regulation be better judged in public relations terms, than in terms of practical outcomes? The government may not be all that powerful and able to affect conduct, even though formally they have ‘sovereign power”. Is it better to judge in terms of “good” intentions rather than practical outcomes? So for example, it doesn’t matter that content filters are rather poor and that few problematic sites are blocked. Success was claimed by the fact that there were filters and some sites/items blocked. Likewise, it doesn’t matter that users can access offshore online gambling sites. A principled position, with regard to Australian resident providers, has been made. Public confidence might be restored with regard to management of a social problem, without the need for any significant changes to online practices. It is what the government is seen to be doing, rather than a consideration of what they actually do, that is important- Symbolic regulation. This is rather a cynical view of the political process. 

Alternatively behind that political posturing there may be a deeply held view about the development of internet technologies and markets, and acceptance of the self-regulation arguments along the lines of those of Bill Gates we looked at earlier. The technologies are too short lived and uncertain, to do much more than suggest a framework, and leave it to industry to specify terms of compliance. Is that part of the Australian legislative approach?

Party Political Critics

The “strong” language of the government-as-regulator brings about equally strong cyberlibertarian responses from some quarters - but the ideological content is often diffused by equally strong references to the technical problems of regulating the internet. Is the main problem with the regulation that it interferes with online freedom, or that it won’t work because it can be so easily avoided? If the regulation is not going to work as claimed, is there any real need to be concerned about its implications for online freedom? Critics of the law often get caught up with this contradiction.

There are also commonly references to what people “overseas” might think about our regulations. There is a suspicion that for Australia’s IT sector to be taken seriously, we should and should not have certain kinds of laws. What political and legal system or belief system is the model by which to judge good law-making here? 

In their attack on government regulatory policy and detail, critics claim the moral ground of a different kind. But as with the government, the merit of this style of politics is often not explored. It is always worth considering what the alternate party’s laws would actually be, as part of evaluating their criticisms of this particular one.

The Internet Industry Association

In my view, largely based on their press releases, the IIA, through it’s spokesperson, Peter Coroneos, is a reluctant party to regulation. The industry does not seek regulatory attention, and participates only to prevent more draconian solutions being pursued. Their stance is not usually presented in terms of a commitment to libertarian politics, and compared with the U.S., even self-regulation is not strongly advocated as a matter of industry principle. Are there industry principles of any note? 

See also the broad list of IIA objectives at

http://www.iia.net.au/about.html
It is also an OK site for news about current issues, that might relate to some research assignments.

There seems to be an ongoing question of the representativeness of this organisation, not in terms of its political credibility, but because it is difficult to discern who they stand for. They have a very broad membership: telecommunications carriers; content creators and publishers; web developers; e-commerce traders and solutions providers; hardware vendors; systems integrators; banks, insurance underwriters; Internet law firms, ISPs; educational and training institutions; Internet research analysts; and a range of other businesses providing professional and technical support services. In this context, the IIA seems to be a group that reacts to other’s regulatory agendas, rather than initiating actions. Then the question is, which of their members have interests at stake?

Whilst regulators talk of the IT sector as if it were one industry sector, the reality is a composite of business interests, some with more clout and govt connections than others. This has to be factored into analysing “industry views”.

Reference Groups on Computing and the Law

Lawyer Philip Argy, as spokesperson for the Australian Computer Society and groups like the NSW Society for Computers and the Law, are active in the legislative process, drafting submissions and providing expert advice and education about legislative detail. 

Often these analyses go beyond discussing the terms of a specific proposal and relate it to the likely practical impact on computing and on other established regulation. But compared with the U.S. equivalent bodies, these are poorly funded organisations that run on goodwill.

The official concern of these organisations is often to eradicate unnecessary breadth in provisions – a concern over legislative generality and ambiguity. Legislative precision is the tenor of the advice, seeking to confine laws to as predictable and limited a sphere as possible. As with classic liberal jurisprudence, freedom becomes that what is not prohibited by legal regulation.

Whether all these lawyers are consciously connecting this traditional liberal jurisprudence to cyberlibertarian discourse is debateable. However their work does assist in legitimating and moderating (making more respectable?) groups with a more overt political objective. In technical substance, the advice of these lawyer organisations often mirrors that of groups like the EFA.

Electronic Frontiers Australia (EFA)

The EFA are active in making submissions and lobbying over particular regulatory concerns, however they are much more limited in operation than the U.S. EFF. This is probably a matter of funding as well as a matter of the different politics of legal practice in the US. The EFF is far more activist, its spokespeople have a much higher profile, and they have been far more effective in co-opting celebrity lawyers, industry leaders, academics and the media to their cause. 

In their criticisms of the law, it is always worth considering whether the EFA is advocating a position based in local conditions and experience, or whether the values derive from “overseas”. 

Your own perspective

In forming your own view of any particular regulation or proposal try to keep in mind the various constituencies and objectives, rather than just comparing competing values and ideas. Also consider why it is that some regulation seems to attract a lot of debate, and others not. The issues in today’s class are ones that for some reason have attracted more than their share of interest. Are these really good examples of Australian internet regulation? What other regulations do you know of, that also deserve a mention and why?

Conclusions?

Are there any common features of Australian cyber laws?

How would you sum up the culture of the laws?
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