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Introduction

The Problem

Is the Internet just another communications medium equivalent to telephony or broadcasting and subject to similar regulatory control by states or is it something altogether different?  Broadcasting (radio, television, cable) and telephony (fixed and mobile) has been regulated almost from invention, their use has been subject to the laws of the states in which they operate. These laws determine the lawful and unlawful uses of the technology and control their use via the administrative and judicial powers of the state.

The Internet has proven to be a different.

(For a history of the Internet and how it works from the perspective of a court see ACLU v. Reno 929 F Supp 824 (1996) < http://www.aclu.org/court/cdadec.html > 23 Sept. 2002.)

Some writers described the problem this way:

“Law enforcement understood in the broadest sense to encompass both public and private law is unusually problematic in the special environment of cyberspace; not only can it be difficult to locate an anonymous or pseudonymous internet user within any specific territorial jurisdiction but the global nature of the internet decreases the likelihood that the parties to online disputes will be subject to control by the same territorial law enforcement entities” (Johnson and Post, ‘Civic Virtue’ 1998)

This created a problem for the application of state law to Internet transactions

Eg, defamation, hate speech, intellectual property.

Consider the difficulties faced by state B of prosecuting an individual resident in state A for material on the Internet that is illegal in state B but lawful in state A.

Additionally there was the problem of regulatory arbitrage. This is the ability to move data/ websites easily to a jurisdiction where the website or its activities is not proscribed. See Froomkin, A. Micheal, “ The Internet as a Source of Regulatory Arbitrage” www.law.miami.edu/~froomkin/articles/arbitr.htm.  And note the example of the  Homulka case in Canada in 1993

The problematic (for the application of state law) characteristics of the Internet was that it is

a. Anonymous, actors can not easily be identified

b. Transcends borders, Its reach is global –material uploaded from anywhere is available everywhere (unless specifically restricted, e.g. by a password). 

c. Not centrally owned or controlled

Law and its enforcement depend on the identification and location of an actor or actors. Both of which qualities are absent from the Internet.

This quality of the Internet was hailed as the ultimate weapon of free speech. A technology and a place, ‘cyberspace’, which was outside of the jurisdiction and ability of any individual state to control or censor.

As a result of this much of the early writing about the Internet and law (bear in mind that this was an American invention and was in large measure for some time an American experience) was very enthusiastically libertarian and utopian. These were people who were 

“ Excited by the early pre-commercial Internet's potential to create virtual communities and customs which seemed to have little relation to the nation state or the practices of `real space’.” Greenleaf G, “ An Endnote on Regulating Cyberspace: Architecturevs.Law”

< http://www.austlii.edu.au/au/other/unswlj/thematic/1998/vol21no2/greenleaf.html >
 It was accepted conventional wisdom that “... it was not so much that nation states would not want to regulate the Net, it was that they would be unable to do so, forestalled by the technology of the medium, the geographical distribution of its users, and the nature of its content. (Boyle,1997)

John Perry Barlow declaration of independence is the most celebrated expression

< http://www.eff.org//Publications/John_Perry_Barlow/barlow_0296.declaration>

These views have had a powerful impact on the concept and approach to regulation of the Internet both in the courts and legislatures particularly in the US in the early days of the WWW,: see www.aclu.org, www.eff.org, (US) www.efa.org.au (Aus) and www.cyber-rights.org (UK) and www.gilc.org (the global internet liberty campaign) echo some of that libertarian spirit.

The Cyberlibertarians

Legal and academic writing on the subject of the regulation of the Internet has been prolific. Much of the writing here is not the traditional academic legal discourse. It is filled with metaphors as large as the outback and political /legal/cultural/social ideas rooted in American libertarian dogma.

Cyberlibertarians, in line with classic libertarian thinking are marked by distaste for government and faith in market regulation. (Bomse, 2001). (. For an interesting and rather scathing polemic about the ideology driving cyberlibertarians,; read the California Ideology < http://media.wmin.ac.uk/HRC/ci/calif5.html) ;the author makes no claim to being unbiased.)

There were the early writers who claimed, indeed insisted, that the Internet was a medium that would prove to be extremely difficult or impossible to control as the Internet transcended geographical borders and provided built in anonymity.  They also advocated the Internet as a space of freedom, a bringer of the benefits of liberty, free speech and democracy. 

For these writers in general cyberspace was a place distinct from ‘realspace’ with its ‘communities’ which could be counted on to organically develop rules for the regulation of behaviour /activities and which should be recognised as have its own jurisdiction and rules and be accorded special deference by nation states. At worst, local or international efforts at regulation should only be the minimum necessary to promote its growth and development. There was great faith in the market and contract to develop rules that will adequately govern online interaction and minimise harm. 

 These ideas basically revolve around three themes:

1. On the Internet, participants, ‘netizens’, are able to make decisions more efficiently, it will enhance possibilities for flexible decision making, trans acting and norm creation that more efficiently allocate resources than centralized bureaucratic state regulation.

2. State attempt to regulate is essentially futile. Attempt to do so will be met by regulatory arbitrage and evasion.

3. A self governing cyberspace would more fully realize liberal democratic ideals. (Netanel, 2000)

In regard to the first two themes;

One writer put it this way

“Much of the legal effort regarding the Internet and cyberspace occurs with little regard for the communities that will be most affected by new regulations and treaties. The Internet communities have evolved, over time, to create their own processes for self-regulation and tolerance. Legislative experiments that fail to take into account the nature of the Internet communities and the Internet itself are fundamentally counter-productive” (Valauskas, 1996)

That same writer viewed government as ‘ decadent and evil’ “ demanding conformity, obedience and blind stupidity”. 

While he is not a lawyer the following are

In a seminal article Law and Borders: the Rise of Law in Cyberspace noted legal writers advocated what they describe as “ decentralized emergent law making” as the best solution for regulating conduct on the internet in answer to the question how will cyberspace be governed and by what right. This self regulation would arise out off the interaction and practices of the netizens via contractual relationships, netiquette, and user preferences. System operators would be the arbiters of this “collective conversation”. (Johnson and Post, 1996)

Johnson and Post later went on to argue that it was illegitimate for “territorial sovereigns” to seek to make rules for the internet and that individuals on the internet would join distinct ‘boundaried ‘ communities whose competing rules would deal with internal pressures by filtering and external conflicts “easing or requiring exit” (Johnson and Post, Civic Virtue, 1998)

They argue that governments are bound by geography and give as an example the US and France trying to impose their laws on each other. This scenario was played out
in
LICRA
v.
Yahoo case
(http://www.eff.org/Net_culture/Global_village/LICRA_v_Yahoo/20011107_us_distct_decision.html ). One of the dangers identified was that as the effects of cyberspace activities happened everywhere simultaneously then on conventional thinking regarding jurisdiction the laws of every state would apply which would in effect mean that the most restrictive laws would be applied. Self regulation would avoid these problems.

Other writers did not so readily accept the idea that governments would not be able to impose regulation upon cyberspace and dismissed the idea of no regulation whatsoever, but argued that the internet community, the “denizens of cyberspace” must be the ones to produce the new paradigm of rules to govern the internet or governance will be imposed from without” (Gibbons, 1997, 479). Self-government was seen as more efficient because of the lack of experience by governments in these matters, particularly as the technology changes rapidly. 

One fairly recent writer (Shipchandler, 2000) (although two years ago by cybertime might as well be ancient history), argues for nonregulation of the Internet. He argues that states are losing the battle (although again this is an americano centric view) with court cases getting nowhere, (CompuServe, even now arguably LICRA, etc) no international consensus for treaty or agreement on standards for unacceptable content and failure of national laws lead to this conclusion at least until the internet stabilizes.  

Notable characteristic of these writers is their faith in the ‘market’ to solve problems and focus on Internet “communities” which runs through their writing. The basic idea is that the Internet (cyberspace) should be left to develop its own system of regulation.  

The Second Generation

While this intellectual discourse was taking place in the mid to late 1990’s. Several things happened: the WWW became part of the everyday public life and imagination; commercial interests started to colonise the WWW, and there was a huge expansion in the numbers of people online.

In the midst of these debates the public, internet users and regulatory authorities found themselves grappling with issues such as the growth of and accessibility of undesirable content particularly pornography (*and the ease of access for children) and even worse, child pornography (as paedophiles found just how useful the internet was for sharing their hobby, not the kind of online community anybody had in mind) gambling, intellectual property rights issues eg copyright and trademarks and patent (or as the media companies would prefer ‘piracy’), defamation , criminal behaviour mediated through the internet e.g., hacking, stalking, DNS attacks and privacy issues eg cookies, spyware ( for more information on cookies and spyware see: www.cookiecentral.com).

The regulatory authorities responded in large measure by seeking to deal legislatively with these issues, particularly the most emotive, content. In the USA two failed attempts have been made, the Communications Decency Act and the Child Online Protection Act. These were defeated as being unconstitutionally infringing on the right to free speech. On the other hand the intellectual property rights have found new life in the DMCA.

In Australia legislation to regulate content was passed in 2000, as an amendment to The Broadcasting Services Act (Schedule 5 of the Broadcasting Services Act 1992) and legislation also imposes a moratorium on Internet gambling (Interactive Gambling Act 2001) and cybercrime (Cybercrime Act 2001) and privacy (Privacy Act 1988) which also affects Internet transactions. It is noteworthy that legislative efforts that have supported Internet commerce or e-commerce (Electronic Transactions Act 2000, NSW) have not met with much adverse comment.

It is in this developing scenario that other writers take issue with the cyberlibertarians.

One leading writer critiqued the cyberlibs or “regulation sceptics” as he called them for 

1.overestimating the differences between cyberspace transactions and other translational transactions,

2. Underestimating the potential for traditional legal tools and technology to resolve multi-jurisdictional regulatory problems implicated by cyberspace (Goldsmith, 1998)

Practical applications of this are seen in cases such as Gutnick v. Dow Jones [2001] VSC 305, Yahoo v. LICRA, (and for the curious there is an interesting Italian case go to http://www.cdt.org/jurisdiction/ and scroll to the bottom of the page to a link entitled Italian decision.)

Goldsmith argues that private international law has developed settled rules for dealing with the problem of colliding jurisdictions and these issues on the Internet are no different in substance. Also the fact that there is not likely to be perfect regulation by a state over the activities on the internet is not saying much as the same is true for private ordering in realspace, law cannot and does not regulate 100% of the time. The fact that it may not be able to regulate perfectly on the Internet does not invalidate it or make it futile or illegitimate.

Other criticisms include the cyberlibertarian idea of cyberspace as a separate ‘place’ (Koppell, 2000) (Bomse 2001). 

A major criticism of cyberlibertarianism assumption that the state will not be able to regulate the Internet is that it is blind to ways in which the state could in fact, exert power. And the fact that the very technology on which so much of these positions were founded has not remained frozen in the early 1990’s. Although romantic, John Perry Barlow’s assertion that the Internet is a state of nature is obviously inaccurate. It is a man made construct which has the qualities which have been built into it and which qualities can be and will change. The fact that it has no borders now does not mean that this will remain so.  Geolocation technology which can reveal the location of users by tracing internet packets through servers is already being used commercially to target online customers and for regulatory compliance purposes: see www.quova.com. (Or try this http://visualroute.brd.net.au for a graphical demonstration )

Prof. Lawrence Lessig in his book Code and Other Laws of Cyberspace (1999) (for good short summary of the book see: http://code-is-law.org/magnant_sum.html) observed that certain things regulate behaviour vis, Law, Markets, Code and Norms. The following is probably an over simplification.

Norms describe the moral and ethical rules that have been inculcated in us, ideas about proper behaviour, the right thing to do. These have there equivalent in online discourse, eg do not use caps when post a note, that is the virtual equivalent of shouting and so on < http://www.albion.com/netiquette/>. These rules were developed for online interaction and from the basis fro much of the proposition that netizens left to themselves would develop rules better suited and more effective than imposed law. Misbehave in a particular forum and you could be flamed, or ostracised, barred access.

Markets regulate through price and profit. What is available and what can be accessed is a function of the market. If broadband is too expensive for the bulk of consumers in a particular place the incentive to down load say copyrighted material is thwarted with out recourse to any other prohibition

Law regulates directly regulates defamation, copyright, etc. even if it regulates imperfectly on the Internet. Law can also regulate indirectly by aiming to change markets, norms or code. 

And Code regulates. This is the architecture/technology of the Internet. The software that made it and gives it its qualities. The totality of the TCP/IP protocols and HTML that determine how you can behave and where you can go. Some places require passwords, some place are secure others are not, some places require identification; these are all written into the Code. And there is nothing immutable about it.

Lessig argued that all these things regulate behaviour online and that regulation is sum of these factors just as they are in real space. However in cyberspace it is Code that is king. In summarizing Code one writer put it this way;

“In some contexts, this unregulability is a virtue. For example, on the Internet this feature protects free speech. It codes a First Amendment into the architecture of cyberspace, making it relatively hard for governments or powerful institutions to control who says what. However, if one were trying to prohibit the distribution of pornography, this could be viewed as a vice. But as of right now, because of the enormous impact that it can have on businesses and markets, the most important contexts of regulation of the Internet in the future will be seen in how it affects worldwide Internet commerce: 

· Where its architecture doesn't enable secure transactions

· Where the sources of interference to commerce can easily hide

· Where items like illegal copies of music are easily distributed

· Where items like computer software is easily pirated
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In these contexts, commerce will not view unregulability as a virtue, as it will interfere with commerce's ability to flourish. And there is no thought that is more dangerous to the 'future of liberty' in cyberspace than 'a faith in a freedom that is guaranteed by code'. Code is not fixed and code can change. Other architectures can be layered into today's basic protocols that will make the Internet fundamentally regulable and allow commerce to flourish. Today, commerce is already building these other architectures that can and will transform the character of the Internet. “ (Mangant, 2001) < http://code-is-law.org/magnant_sum.html>

See example of geolocation software

Lessig criticised cyberlibertarian thinking for being blind to the danger that those who write the code for the internet will ultimately determine its nature and that there was clear and developing danger that the writers of code would be the corporate commercial interests with no interest in promoting the public good. The Internet therefore could not be left to itself, as these powerful interests would simply take it over: this battle was/is being fought most intensely in copyright (Napsters demise, DCMA, Sonny Bono Copyright term Extension Act, Digital Agenda Act) also privacy (Spam and cookies). 

In Lessigs view there is a role for regulation by the state to promote the public good and prevent the capture of the “digital commons” by narrow interests. 

At the end of the day the Internet will become what people make it and the policies that determine its future cannot be left solely to the market, or to faith in immutable architecture or the good intentions of netizens. His call was for active involvement in the formation of policy by the populace to ensure the preservation of the public good in the face of the natural inclinations of the corporate commercial culture.

We are also left with the challenge of finding practical regulatory solutions without the baggage of excessively romantic notions. 

The challenge then is

1.  whether states can apply or adapt existing laws and policies to the regulation of Internet activities, or whether new laws or policies are needed to regulate Internet conduct;

2. how to formulate a reasonable and proportional response when new regulation is needed;

3. how to craft laws that will be flexible enough to adapt to rapidly changing circumstances;

4. how to preserve fundamental human values in the face of economic or technological pressures tending to undermine them; and

5. how to coordinate with other nations in Internet law and policy making so that there is a consistent legal environment on a global basis.
(Samuelson; 1999) 
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